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About Me

P Jan Loser

P IT consultant at ATIX AG since 2022

P 15+ years experience in (professional) Linux
» Focus

P Security/hardening (Secure Boot, Measured Boot)
» DevOps, Automation

» openSUSE & vim user
Contact:
P Mail: loeser@atix.de
P GitHub: https://github.com/jloeser
P Matrix: @jloe:matrix.org
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Agenda

P Introduction to Secure Boot

P Provisioning with Foreman (so far)

P Host Specific Network Boot Files in Foreman
P Status & Outlook
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Secure What?

P Part of the Unified Extensible Firmware Interface (UEFI) specification

P Ensures the authenticity of software which is loaded and executed by the firmware
utilizing cryptographic mechanisms (“Chain of Trust”)

P Not without controversy

P MS is certificate authority (at least by default)

» Kernel ok, but initrd?

» More complexity, more code, more bugs, more potential attack vectors for
attackers
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Secure What?

dl'S TECHNICA Q

M GOES HERE —

Eezure Boot is completely broken on 200+
models from 5 big device makers

Keys were labeled "DO NOT TRUST." Nearly 500 device models use them anyway.

DAN GOODIN - JUL 25, 2024 6:00 PM UTC
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I Secure What?

UEFI-Schwachstelle LogoFAIL: Secure Boot mit
manipulierten Bootlogos umgehbar

Sicherheitsforscher habe Schwachstellen beim Verarbeiten von Bootlogos auf

BIOS/UEFI-Ebene entdeckt. Angreifer konnen Systeme kompromittieren.
& ) m Ow
(Bild: LuckyStep/Shutterstock.com)

03.12.2023, 14:45 Uhr  Lesezeit: 2 Min. I Security

Von Dennis Schirrmacher
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Secure What?

| =13Te)\"/o W SHOP suPPORT Q ® =~

English ¥

Support

Certain BIOS versions may include an AMI Test Key that could compromise
Secure Boot protections

Lenovo Security Advisory: LEN-7806
Potential Impact: Secure boot may be compromised by an attacker with local access
Severity: High

Scope of Impact: Lenovo-specific
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Secure What?

= @rEddi‘I' Q @ nomsicaming @ Searchin VS| Gaming

< @ rIMSI_Gaming * 2 yr. ago -
MS|_TechK MOD

MSI Statement on Secure Boot

MSI implemented the Secure Boot mechanism in our motherboard products by following the design guidance
defined by Microsoft and AMI before the launch of Windows 11. We preemptively set Secure Boot as Enabled
and "Always Execute” as the default setting to offer a user-friendly environment that allows multiple end-users
flexibility to build their PC systems with thousands (or more) of components that included their built-in option
ROM, including OS images, resulting in higher compatibility configurations. For users who are highly
concerned about security, they can still set “Image Execution Policy” as "Deny Execute” or other options
manually to meet their security needs.

In response to the report of security concerns with the preset bios settings, MSI will be rolling out new BIOS
files for our motherboards with "Deny Execute” as the default setting for higher security levels. MSI will also
keep a fully functional Secure Boot mechanism in the BIOS for end-users so that they can modify it according
1o their needs.
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I Secure What?

M Alert!
BootHole: Bugs im Bootloader Grub gefahrden
Linux und Windows

Angreifer konnten sich in den Boot-Prozess einklinken und quasi unsichtbare
Schadsoftware einschleusen - trotz Secure Boot.

& G & O
(Bild: Eclypsium)

30.07.2020, 15:36 Uhr Lesezeit: 2 Min. I Security

Von Jiirgen Schmidt
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Secure What?

P Part of the Unified Extensible Firmware Interface (UEFI) specification

P Ensures the authenticity of software which is loaded and executed by the firmware
utilizing cryptographic mechanisms (“Chain of Trust”)

P Not without controversy

P MS is certificate authority (at least by default)

» Kernel ok, but initrd?

P More complexity, more code, more bugs, more potential attack vectors for
attackers

P SecureBoot changes require physical access to the system
» SecureBoot is not Measured/Trusted Boot (keyword “TPM")
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Signature Basics

"Encryption” with

Data Hash private key Data
)

Signature

Il Hash
_—

1001010

“Decryption” with
public key

7] G )

Data

Are both values equal?

Certificates contain the public key portion!
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Signatures in the Wild

xps:~ # pesign -8 -i /boot/vmlinuz

certificate address is 0x7fd95e5289e8

Content was not encrypted.

Content is detached; signature cannot be verified.

The signer's common name is SUSE Linux Enterprise Secure Boot Signkey
The signer's email address is build@suse.de

Signing time: Fri Jun 07, 2024

There were certs or crls included.

CLVWONOUTDWN

—_-

xps:~ # pesign -S -i /boot/efi/EFI/opensuse/shim.efi

certificate address is 0x7£3307126e90

Content was not encrypted.

Content is detached; signature cannot be verified.

The signer's common name is Microsoft Windows UEFI Driver Publisher
No signer email address.

No signing time included.

There were certs or crls included.

=
CQWOVWONOUTDAWN =
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I Is this Thing On?

UEFI?

xps:~ # readlink -f /sys/firmware/efi/efivars/
2 /sys/firmware/efi/efivars

—-

SecureBoot?

—-

xps:~ # od --address-radix=n --format=ul /sys/firmware/efi/efivars/SecureBoot-*
2 6 0 0 O 1

Easier!

-

xps:~ # mokutil --sb
2 SecureBoot enabled
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Chain of Trust

» Platform Key (PK): T UEFI
P Root-of-trust anchor embedded into the system PK
firmware
P Certificate installed by the hardware/platform vendor +
on the system -
P Establishes trust between the hardware vendor and KEK @@
the firmware that runs on it 1
» To modify PK a valid signature of the PK is required
(self-signed) db
» Key Exchange Key (KEK):

P Establishes trust between the hardware vendor and
the operating system
» To modify KEK a valid signature of the PK is required
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Chain of Trust

P Signature Database (db):

» Database containing trusted signatures and
certificates for third-party UEFI components and boot
loaders

» To modify db a valid signature of the KEK is required

» Forbidden Signature Database (dbx):
P Database of signatures and certificates used for
revoking previously trusted boot components so they

can no longer run during bootup
» To modify dbx a valid signature of the KEK is

required

| @UEFI |

PK [
'

KEK [
} +

db

el
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Chain of Trust

% UEFI
PK [

+
&
+ + 1

dbx || db —»J shim [3 ’—i GRUB2 ’
alale | 8@ .
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Chain of Trust

wUEF] @OS locked
PK
}
P 1
dbx | db —»‘ shim 3 ’——i GRUB2 ’
alale |08
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Where is This shim Born?

= () oo shimemion

© Code O lssues 32

11 Pullrequests 1 ® Actions [ Projects

PSA: NX support mandatory since November
302022

£307 by o lode as cosed on Feb 16, 2023
Qcesed Q2
Fiters - | Q isissue isicosed

@ Clear current search query, flters, and sorts

© 320pen v 357 Closed

© Shim 15.8 for AlmaLinux OS 8 (aarch64)
432 by esbiind s chosed 2 weeks ago O tasks done.

© secuty |~ Insights

Meta: improving the shim review process
345 opened on Sep 21, 2023 by seve-mcinyre

QOopen Q3

Author +

© Alpaquita Linux shim-15.8 x64 and aarch64 (EEIED) CEEIEEED

426 by akodaney was cosed 3 cays ago O 8 tasks done.

© SUSE Liberty Linux 9:

419 by jsegiz was closed st week Q8 asks done

© Debian GNUILinux 10 (buster LTS) shim-15.8-1 x64 and ia32 €2

418 by steve-mcinye was cosed on Jn 26 O tasks done.

© Debian GNUILinux 11 (bullseye) shim-15.8-1 x64 and ia32

417 by steve-meiny was cosed on Jn 26 O 8 tasks done.

© Debian GNUILinux 12 (bookworm) shim-15.8-1 x64, ia32 and aarch64 CEIED CITNEETD

8416 by steve-mcinyr was cosed on Jun 26 O 8 tasks done.

eyt minn

© Debian GNUILinux 13 (trixie) shim-15.8-1 x64 and aarch64

8415 by steve-mcinyre was cosed on Jun 26 O Btasks done.

© Shim 15.8 for Proxmox Bookworm-based

418 by Fabian-Gruenbichier s ciosed on Jun 12 O8 tasks done

) Shim 18 8 for Navix o @I EFTEETINTTN (exsia e

D s

Label ~

CIEEED e oreven

Q Type (Do search

[meta] unifying and tracking UKI / systemd-
boot SBAT entries
2397 opensd on Mar 5 by SheriNagy

Qo 02
Olabeks 15 & Miestones 0
Projecis~ Miestones = Assignee - Sort -
as
L3 @
® on
=N
© a3
=8
=
=
o =P

+- 0 n @
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The Foreman

v

Complete lifecycle management tool for
physical and virtual hosts

Easy to automate repetitive tasks,
quickly deploy applications, and
proactively manage hosts

Provisions hosts

Upstream project for orcharhino (ATIX)
and Red Hat Satellite

Recently celebrated its 15th birthday
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The Foreman

- & 2 Janloeser ~

= @FOREMAN B anyorganization ~

Monitor

Hosts

Q > O - @ Manage columns pction « | Export | Reciser oot | EREIRTIRY

Content

0of 9selected

O Power | Name os Owner | Host group Boottime | Lastreport | Comm.. | Puppetenv  Actions
o o s testproxyatic £ CentOS Stream 9 &Admin.. | CentOS S sta.  3daysago | B3minutesa production | et |~
o o stforemanatix & CentOS Stream 9 &Admin. | CentOS Stream 3daysage | 30minutesa production | | et |~
o o estprory atix © Debiant &Admin. | Debian l/statc production | | et |~
o o ftestioreman atix © Debiant &Admin. | Debian i 3daysago | lessthanam. production et -

o o Stestforemanatix aRHELS &pdmin. | RHELS 2daysage | TGminutesa production | | et

o o s testprocyatix # Rocky Linux8 &Admin.. | FockyLinux8/static  3daysago | Bminutesago production et

O 0 | ®fmBestioemanatic # Rocky Linuxs, &Admin.. Rocky Linux8 3daysago | 24minut production | | et
O O | ®fmsisestestpronyatix o SLESI5SP6 &Admin 15596 static production | et~
O 0 | ®fmsisotestioremanatix o~ SLES15SP6 &Admin 3daysage | Sminutesago production | |~
O 0 | Ofmuestormanatx @ Uountu220417S &Admin 3daysage | teminutesa production | |~
emplates O 0 | @muwistspoyatc @ Uountu240417S &Admin... | Ubuntu 2404/static production | g -
O 0 | OmuAtestoremanati @ Uountu24041TS &Admin.. | Ubuntu 2404 3daysoge | Bminutesa production | eat +
# Configure O ©  ©mwistespoyatx © Windows ! &Admin ndows Vstatic 3daysage | IBminutesa production | ea +
O O | Ofmwitestioemanati © Windows 1 &Admin. | Windows 1l 3daysage | 23minutesa. production | | ke |~
& Infrastructure o o o 2022 | Admin.  Windows2022/static  3daysage | 24minutesa. production | Ede |~
o o x emanatix o 2022 | &Admin.  Windows 2022 3daysage | 30minutesa production | | et |~
€ PEmrsE O O | ©foeman-poxyrestproxyatic # Rocky Linux8 &Fabiice 2daysage | Rminutesa production | | et |~
O © | Omemantestioremanatic # Rocky Linuxs &Fabrice 2daysago | Nminutes ago production | et |
O O | @or-a846-thomend-rockyb-test # Rocky Linuxd &Thorbe.. | Rocky Linux8 Imonthago | 2minutes ago production | | et |~

1-190f Witems + oft
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The Foreman

= @FOREMAN  Baworgmnization ~ @ Anylocation ~ R e

@& Monito >

fm-si56.testforeman.atix @ ssesre ot [scheduieajon [ ~

Created 3 days ago by Admin User (updated 3 minutes ago)

Content

Overview

als  Content  Parame Trace Ansible  Reports
figus
Host status © Content view detalls f Ermata  [Appicabe | mstolisie Details -
& Infrastructure crra 1PY6 address
& Contentview 44emta
© Administer Composite SLES 1555 (Testing
Composite SLES 15 .Y ey
Q3 002 1 ’ 1Pva address.
Version n use R EED [
Version 20 (atest)
MAC adcress
00:5056:b4:cbife [
Manage all st
Host group
SLEST55P6 s
Recentjobs : Recent communication
R Hostowner
Finshed  Rumning  Scheduled Last configuration 5 minutes ago
inished q report & Admin User
Run Ansible roles 3daysage 0ied
Lastehockin: 3 daysago Comment
Alaudits
Host collections Recent audits System purpose @ st
~ wdate  3daysago  foreman. Role
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Provisioning with Foreman - Network Provisioning

DHCP Filename:
Igrub2/shimx64.efi

- AlmalLinux
[ % UEFI ]_.[ DHCPFI'FTP]—>JShim+GRUBZ]
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Provisioning with Foreman - Network Provisioning

DHCP Filename:
Igrub2/shimx64.efi

§ UEFI ]—»[ DHCP/TFTP ]—.[ AlmaLinux ]

£.Shim+GRUB2

AlmaLinux Fetch GRUB2 Fetch Kernel+
GRUB2 *| configuration > initrd
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Provisioning with Foreman - Network Provisioning

GRUB2 configuration:

# This file was deployed via 'AutoYaST default PXEGrub2' template

set default=0
set timeout=10

menuentry 'AutoYaST default PXEGrub2' {
linux boot/sles-12-sp5-local-RwgLJDBLRomP-linux ramdisk_size=65536 install=http://foreman.
foreman.test/pulp/isos/ATIX/Media/Media/custom/Media/SLES_12_SP5/ autoyast=http://
foreman.foreman.test:8000/unattended/provision textmode=1
8 initrd boot/sles-12-sp5-local-RwgLJDBLRnmP-initrd
}

NOUTAWN =
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Provisioning with Foreman - Network Provisioning

DHCP Filename
Igrub2/shimx64.efi

[ § UEFI

—>[ DHCP/TFTP

~
J

[AImaLinux ]
— A
£.Shim+GRUB2

[ AlmaLinux
GRUB2

e

Fetch GRUB2

'l configuration

Fetch Kernel+
’ initrd

[ AlmaLinux ;L Boot Kernel

+  GRUB2

~

J

Suse

sase
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Provisioning with Foreman - Network Provisioning

(

error: bad shim signature.
error: you need to load the kermnel first.

D WN =

Press any key to continue...

That is a great pity! But understandable by design, isn't it?
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Provisioning with Foreman - Network Provisioning

DHCP Filename:
Igrub2/shimx64.efi

[ § UEFI

—>[ DHCP/TFTP

~
J

[AImaLinux ]
— A
£.Shim+GRUB2

[ AlmaLinux
GRUB2

e

Fetch GRUB2

'l configuration

Fetch Kernel+
’ initrd

[ AlmaLinux ;L Boot Kernel

+  GRUB2

~

J

Suse

sase
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Provisioning with Foreman - Network Provisioning

Let's check the DHCP filename option:

host suselinux.foreman.test {
dynamic;
hardware ethernet 00:50:56:b4:ee:9b;
fixed-address 192.168.145.118;
supersede server.filename = "grub2/shimx64.efi";
supersede server.next-server = c0:a8:91:0a;
supersede host-name = "suselinux.foreman.test";

OLONOUTAWN =

}

10 host ubuntu.foreman.test {

11 dynamic;

12 hardware ethernet 00:50:56:f4:ae:97;
13 fixed-address 192.168.145.116;

14 supersede server.filename = "grub2/shimx64.efi";
15 supersede server.next-server = c0:a8:91:0a;

16 supersede host-name = "ubuntu.foreman.test";

17 3}

18
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Provisioning with Foreman - Network Provisioning

Let’s check the grub2/shimx64.efi on the TFTP server:

"

-

[root@foreman ~]# strings /var/lib/tftpboot/grub2/shimx64.efi | grep ",shim,"
2 shim,4,UEFI shim,shim,1,https://github.com/rhboot/shim

3 shim.almalinux,3,Almalinux,shim,15.8,security@almalinux.org

Why AlmaLinux?

[root@foreman ~]# . /etc/os-release ; echo $PRETTY_NAME
2 Almalinux 8.10 (Cerulean Leopard)

—-
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Provisioning with Foreman - Foreman Discovery Image & kexec

[ ~ I [ . I CentOS
( EFI — Boot Files |——»|
@ U O Live System
2 initrd
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Provisioning with Foreman - Foreman Discovery Image & kexec

Discovery status.

Discovery server: NA
Endpoint type: foreman

Latest server response:
Zo1t

last_conpile”:null, "last_report”

Kernel command line:

Resend>  <Status>  <Facts>  <logs>  (SSH>  <Reboot>

JForenan Discovery Inage v4.1.0 (20220719.1) xB6_64-1inux UEFI 0 EFI UGA
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Provisioning with Foreman - Foreman Discovery Image & kexec

Go for it!

1 [root@fdi ~]# kexec --force -s --append="console=ttySO" --initrd=/tmp/almalinux8-mirror-
tb70qghGi6RT-initrd.img /tmp/almalinux8-mirror-tb70qghGi6RT-vmlinuz

kexec_load failed: Permission denied

entry = 0x27ff£f7730 flags = 0x3e0000

AwWN

4

1 [root@fdi ~]# dmesg -T | tail -nil
2 [Fri Aug 9 05:56:31 2024] Lockdown: kexec: kexec of unsigned images is restricted; see man
kernel_lockdown.7
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Provisioning with Foreman - Foreman Discovery Image & kexec

Why?

[root@fdi ~]# mokutil --sb
SecureBoot enabled
[root@fdi ~]# mokutil --list-enrolled | grep Issuer
Issuer: CN=Cent0S Secure Boot CA 2/emailAddress=security@centos.org

AWN =

1 xps:~ # pesign -S -i /tmp/almalinux8-mirror-tb70qghGi6RT-vmlinuz | grep name
2 The signer's common name is AlmaLinux 0S Foundation

Somehow expected.
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Workaround Foreman Discovery Image & kexec

Build your own FDI based on target OS!

Manual/PXE-less provisioning workf low

Select Manual netuork setup te select primary interface,
conf igure netuork (no DHCP reguired), setup server credentlals,

any custom facts. This uill reboot the host once the sustem is

provisioned either manually er via Discovery rules.
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Workaround Foreman Discovery Image & kexec

» Build FDI based on target OS/distribution
» We did it for Ubuntu Focal with KIWI (appliance builder)
» Downsides

» We are committed to Ubuntu only per subnet (when FDI is booted via network)
P Additional maintenance effort (especially with multiple OSs)

P Building an ISO and make it running needs some effort at the beginning
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The Better Solution - Host Specific Network Boot Files

The problem:

DHCP Filename
lgrub2/shimx64.efi

(2] — s | — (o
®

N
& Linux

pe
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The Better Solution - Host Specific Network Boot Files

Operating System  Interfaces  PuppetENC  Parameters

Additional Information

Operating system® | _pebian 12
BulaMode

Media Selection

Media®

Synced Content

Pocttion Table® |_preseed delsut 1t

[ pesere [ curzuemsenaon

Custom Partition Table

Root Password "

Provisioning Templates | Shesoe

Display the templates that willbe used to provisics
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The Better Solution - Host Specific Network Boot Files

The idea: ]
DHCP Filename:
Igrub2/shimx64-sles.efi
Host1l | —| shim. | — | SLES
DHCP Filename: -
Igrub2/shimx64-ubuntu.efi
Host2 | ——| shim® |—— | Ubuntu
DHCP Filename:
Igrub2/shimx64-alma.efi
. Alma
HostN | ——| shim & | —— )
& Linux
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The Better Solution - Host Specific Network Boot Files

» What do we know at the time of host creation?

P The target OS & version
P SecureBoot state (PXE loader)
P The host's MAC address (= host specific identifier)
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The Better Solution - Host Specific Network Boot Files

» What do we need?

P OS specific boot files (shim+GRUB2 EFI binaries)

P File structure on TFTP server providing host specific boot files (shim+GRUB2 EFI
binaries)

P DHCP filename option considering host specific values
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The Better Solution - Host Specific Network Boot Files

The bootloader universe directory:

“-- pxegrub2
|-- sles
| “-- default
| “-- x86_64
| |-- boot.efi ->
| |-- boot-sp.efi
| |-- grubx64.efi
| “-- shimx64.efi
“-- ubuntu
|-- 20.04
| T-- x86_64
| |-- boot.efi ->
| |-~ boot-sp.efi
| |-- grub.efi
| “-- shim.efi
“-- default
-- x86_64

|-- boot.efi ->

[root@foreman tftpboot]# tree bootloader-universe/
bootloader-universe/

grubx64.efi
-> shimx64.efi

grub.efi
-> shim.efi

grubx64.efi

21 |-- boot-sp.efi -> shimx64.efi
22 |-- grubx64.efi
23 “-- shimx64.efi
42 ATIX atix.de



The Better Solution - Host Specific Network Boot Files

TFTP file structure:

1 [root@foreman ~]# tree /var/lib/tftpboot/host-config/00-50-56-b4-ee-9b

2 /var/lib/tftpboot/host-config/00-50-56-b4-ee-9b/

3 "-- grub2

4 |-- boot.efi -> ../../../bootloader-universe/pxegrub2/ubuntu/default/x86_64/grubx64.efi

5 |-- boot-sb.efi -> ../../../bootloader-universe/pxegrub2/ubuntu/default/x86_64/shimx64.efi

6 |-- boot-sb.efi

7 |-- grub.cfg

8 |-- grub.cfg-00:50:56:b4d:ee:9b

9 |-- grub.cfg-00-50-56-b4-ee-9Db

10 | -- grubx64.efi -> ../../../bootloader-universe/pxegrub2/ubuntu/default/x86_64/grubx64.efi

11 |-- os_info

12 “-- shimx64.efi -> ../../../bootloader-universe/pxegrub2/ubuntu/default/x86_64/shimx64.efi
43 ATIX atix.de



The Better Solution - Host Specific Network Boot Files

DHCP filename option:

host suselinux.foreman.test {
dynamic;
hardware ethernet 00:50:56:bd:ee:9b;
fixed-address 192.168.145.118;
supersede server.filename = "/host-config/00-50-56-b4d-ee-9b/grub2/boot-sp.efi";
supersede server.next-server = c0:a8:91:0a;
supersede host-name = "suselinux.foreman.test";

OCONOUTAWN =

}

10 host ubuntu.foreman.test {

11 dynamic;

12 hardware ethernet 00:50:56:f4:ae:97;
13 fixed-address 192.168.145.116;

14 supersede server.filename = "/host-config/00-50-56-f4-ae-97/grub2/boot-sp.efi";
15 supersede server.next-server = c0:a8:91:0a;

16 supersede host-name = "ubuntu.foreman.test";

17 3}

18
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The Better Solution - Host Specific Network Boot Files

Considerations:
» Keep compatibility
P Must also work with absent bootloader universe directory
» Revoked and expired certificiates
P Chainloading

» Workflow: always boot from network, chainload local bootloader from disk if not
in provisioning mode

Conditions:

» Foreman must orchestrate the DHCP server

45 ATIX atix.de



Development & Status

» How it started: Provide own shim containing certificates of all major OS vendors?

» Too much maintenance effort (OS vendor key changes, shim updates, etc.)
» Would probably not have been signed

P First RFC on March 2023 in the Foreman community
P PRs are open:

P Code changes & documentation
P Waiting for the finishing touches and testing
» Many thanks to Markus Reisner (ATIX Engineering)

» Bootloader universe directory must currently be created and filled by yourself
Findings:
P Every OS vendor patches shim & GRUB2 differently
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Status & Outlook

» We are on a good way to get it merged upstream in Foreman
P Already available downstream in orcharhino v6.9 (release in June 2024)
P Some discussions are still ongoing regarding chainloading

» Use boot order?
P Preferred: Load GRUB2 binary over network, load local GRUB2 configuration
from disk, boot?

» Bundle OS specific boot files and provide them in a proper way (“nboci” project)
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Status & Outlook

@ RED HAT Quay.io EXPLORE  TUTORIAL  PRICING

search SIGN IN

i ]

9

®»

€ Repositories 1+ Organization foreman / nboci-files
Repository Tags
e LASTMODIFIED | SECURITY SCAN
fedora-40 A A 14daysago
fedora-40-arm64. A  14daysago
fedora-40-amd64 A 14daysago

size

NA

NA

NA

1-30f3

EXPIRES

Filte

MANIFEST

SHAZSG 5.

1 $ nboci pull quay.io/foreman/nboci-files/fedora
2 $ tree fedora
3 fedora
4 “-- 40
5 T-- x86_64
6 |-- grubx64.efi
7 |-- initrd.img
8 |-- install.img
9 |-- pxelinux.0
10 |-- shim.efi
11
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Excursus - Do I Still Have Sovereignty Over My System?

There is a way:

P Boot system in Setup Mode

» Create own key pairs

» Enroll own PK, KEK, db, dbx certificates

P Bundle kernel+initrd, add EFI stub, and sign it with own key

» Works standalone or with systemd-boot bootloader
Software:

P sbctl - Secure Boot Manager

P systemd-ukify - Combine kernel and initrd into a signed Unified Kernel Image
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Q&A

Questions?
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You Have Made It!

Thank you.

51 A:Iy( atix.de



Sources & Links

https://arstechnica.com/security/2024/07/secure-boot-is-completely-compromised-on-200-models-from-5-big-device-makers/
https://www.heise.de/news/UEFI-Schwachstelle-LogoFAIL-Secure-Boot-mit-manipulierten-Bootlogos-umgehbar-9547013.html
https://support.lenovo.com/de/en/product_security/ps500067
https://www.reddit.com/r/MSI_Gaming/comments/10g9v3m/msi_statement_on_secure_boot/
https://www.heise.de/news/BootHole-Bugs-im-Bootloader-Grub-gefaehrden-Linux-und-Windows-4859293.html
https://github.com/rhboot/shim-review

https://theforeman.org/

https://osinside.github.io/kiwi/

https://github.com/ATIX-AG/foreman-discovery-image-kiwi
https://wiki.archlinux.org/title/Unified_Extensible_Firmware_Interface/Secure_Boot
https://quay.io/repository/foreman/nboci-files?tab=tags

https://github.com/osbuild/nboci

https://github.com/Foxboron/sbctl

https://wiki.archlinux.org/title/Unified_kernel_image#ukify

Development:

https://community.theforeman.org/t/add-secureboot-support-for-arbitrary-distributions/32601
https://community.theforeman.org/t/rfc-distribution-of-netboot-files-via-oci-registry/36791
https://github.com/theforeman/foreman-documentation/pull/2145
https://github.com/theforeman/foreman/pull/9864
https://github.com/theforeman/foreman/pull/10207
https://github.com/theforeman/smart-proxy/pull/877
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