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With Containers | e My Research
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Agenda

1. Introduction
Containers to the rescue - why we want containers

2. Container Runtimes
Not all containers are created equal T Enterprisy vs HPC-aware

3. Summary & Outlook
5 years of Containers in HPC
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AND THAT'S
THE SOLUTION
TO ALL OLUR

PROBLEMS

tothe Cloud?

The Cloud =
Beowulf 2.07?

geek & poke

cLoup?
I THOUGHT
THAT WAS
COTTON
CANDY

CEOs LOVE THE CcLOUD

Source: Geek and Poke - CEOs Love The Cloud

- http://geekandpoke.typepad.com/



(Some ) Problems in HPC

and how to solve them with Containers



Mobility of Compute [/ Portability

compute resources are versatile
Laptop -> Workstation -> Supercomputer -> Cloud
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User -provided applications
aka UDSS / BYOE

Conflicts In dependencies , legacy environment ...
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Source:
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MY PYTHON ENVIRONMENT HAS BECOME S0 DEGRADED
THAT MY LAPTOP HAS BEEN DECLARED A SUPERFUND SITE.




Sharing is Caring

Driver for Scientific Collaboration
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Peltzer et al. Genome Biology (2016) 17:60
DO 10.1186/513059-016-0918-2

EAGER: efficient ancient genome
reconstruction

Alexander Peltzer'2=", Gunter Jager', Alexander Herbig'2°, Alexander Seitz', Christian Kniep®,
Johannes Krause23 and Kay Nieselt'

Abstract

Background: The automated reconstruction of genome seguences in ancient genome analysis is a multifaceted
process.

Results: Here we introduce EAGER, a time-efficient pipeline, which greatly simplifies the analysis of large-scale
genomic data sets. EAGER provides features to preprocess, map, authenticate, and assess the guality of ancient DNA
samples. Additionally, EAGER comprises tools 1o genotype samples to discover, filter, and analyze variants.
Conclusions: EAGER encompasses both state-of-the-art tools for each step as well as new complementary tools
tailored for ancient DNA data within a single integrated solution in an easily accessible format.

Keywords: aDNA, Bioinformatics, Authentication, aDNA analysis, Genome reconstruction

Background Until today, there have only been a few contributions
In ancient DNA (aDNA) studies, often billions of towards a general framework for this task, such as the
sequence reads are analyzed to determine the genomic  collection of tools and respective parameters proposed
sequence of ancient organisms [1-3]. Newly developed by Martin Kircher [8]. However, most of these methods
enrichment techniques utilizing tailored baits to cap- have been developed for mitochondrial data in the con-

Source: www.critic.co.nz/files/article -3423.jpg + Peltzer et al. (2016). EAGER: efficient ancient genome reconstruction
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Introduction
Containers to the rescue!




Why Containers?

Much could be solved with VMSs...



VM W W™
(Host OS) Host OS

Hardware Hardware

Virtualization Container



Performance

Close to bare -metal



An Updated Performance Comparison of
Virtual Machines and Linux Containers

Wes Felter, Alexandre Ferreira, Ram Rajamony, Juan Rubio
IBM Research, Austin, TX
{wmf, apferrei, rajamony, rubioj} @us.ibm.com

Abstract—Cloud computing makes extensive use of virtual
machines (VMs) because they permit workloads to be isolated
from one another and for the resource usage to be somewhat
controlled. However, the extra levels of abstraction involved in
virtualization reduce workload performance, which is passed
on (0 customers as worse pncejperl‘ormance Newer advances

Within the last two years, Docker [45] has emerged
standard runtime, image format, and build system for
containers.

This paper looks at two different ways of achievi
source control today, viz., containers and virtual ma

in d vir of
applications wlnle continuing to permit conlrol of the resources
allocated to different applications.

In this paper, we explore the performance of traditional
virtual machine deployments, and contrast them with the use of
Linux i We use a suite of workloads that stress CPU,
memory, storage, and networking . We use KVM as a
representative hypervisor and Docker as a container manager.
Our results show that containers result in equal or better
performance than VMs in almost all cases Both VMs and
containers require tuning to support I/O-i

and p the performance of a set of workloads it
environments to that of natively executing the worklo
hardware. In addition to a set of benchmarks that
different aspects such as compute, memory bandwidth,
ory latency, network bandwidth, and /O bandwidth, w
explore the performance of two real applications, viz.,
and MySQL on the different environments.

Our goal is to isolate and understand the overhead
duced by virtual machines (specifically KVM) and cont

We also discuss the implications of our performance results for
future cloud architectures.

I. INTRODUCTION

Virtual hines are used ively in cloud
In particular, the state-of-the-art in Infrastructure as a Service
(TaaS) is largely with virtual i Cloud

(sp Docker) relative to non-virtualized Linu;
expect other hypervisors such as Xen, VMware ESX
Microsoft Hyper-V to provide similar performance to
given that they use the same hardware acceleration fe:
Likewise, other container tools should have equal perfor
to Docker when they use the same mechanisms. We ¢
evaluate the case of containers running inside VMs or
running inside containers because we consider such ¢

platforms like Amazon EC2 make VMs available to customers
and also run services like databases inside VMs. Many Plat-
form as a Servive (PaaS) and Software as a Service (SaaS)
providers are built on IaaS with all their workloads running
inside VMs. Since virtually all cloud workloads are currently
running in VMs, VM performance is a crucial component
of overall cloud performance. Once a hypervisor has added
overhead, no higher layer can remove it. Such overheads then
become a pervasive tax on cloud workload performance. There
have been many studies showing how VM execution compares
to native execution [30, 33] and such studies have been a
motivating factor in generally improving the quality of VM
technology [25, 31].

Container-based virtualization presents an interesting al-
ternative to virtual machines in the cloud [46]. Virtual Private
Server providers, which may be viewed as a precursor to cloud
computing, have used containers for over a decade but many
of them switched to VMs to provide more consistent perfor-
mance. Although the concepts underlying containers such as
namespaces are well understood [34], container technology
languished until the desire for rapid deployment led PaaS
providers to adopt and standardize it, leading to a renaissance
in the use of containers to provide isolation and resource con-
trol. Linux is the preferred operating system for the cloud due
to its zero price, large ecosystem, good hardware support, good
performance, and reliability. The kernel feature
needed to implement containers in Linux has only become
mature in the last few years since it was first discussed [17].

vir ization to be redund. (at least from a perfori
perspective). The fact that Linux can host both VM
containers creates the opportunity for an apples-to-apples
parison between the two technologies with fewer confou
variables than many previous comparisons.

‘We make the following contributions:

e We provide an up-to-date comparison of native
tainer, and virtual machine environments using
hardware and software across a cross-section of
esting benchmarks and workloads that are reley
the cloud.

e We identify the primary performance impact of ¢
virtualization options for HPC and server work

e We elaborate on a number of non-obvious pri
issues that affect virtualization performance.

e We show that containers are viable even at the
of an entire server with minimal performance i

The rest of the paper is organized as follows. Section
scribes Docker and KVM, providing necessary backgrot
understanding the remainder of the paper. Section I1T des
and evaluates different workloads on the three environi
We review related work in Section IV, and finally, Sect
concludes the paper.

"In general, Docker equals or exceeds
performance in every case we tested. [...]

Even using the fastest available forms of par-
avirtualization, KVM still adds some overhead to
every I/O operation [...].

Thus, KVM is less suitable for workloads that are
latency-sensitive or have high I/O rates.

Container vs. bare-metal:
Although containers themselves have almost no overhead, Docker is
not without performance gotchas. Docker volumes have noticeably

better performance than files stored in AUFS. Docker & NAT also
introduces overhead for work- loads with high packet rates.

These features represent a tradeoff between ease of management and
performance and should be considered on a case-by-case basis.




Other benefits

Layered Images, ...
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ADDrootfs.tar.xz 4 LAVERS!
CMD["bash"] memegenerator.net|




Mix and Match (3x3x3x3x3xn)

Configuration [ J ( W [ J

OpenFoam v1706

Application OpenFoam v3.0+ . OpenFoamv1612+ 8
y — '
e =

OpenMP OpenMP 3.0 P OpenMP 4.0 4 OpenMP 4.5
%;qx
MPI OpenMPI } MPICH [’ MPICHv2
Fiﬁ{h
Compiler V} GCC 4.8 [v GCC 4.9
Linux " == ,«

Debian

oFlavor O



L
DOCKER CONTAINERS ARE NOT MAGICAL \llllTl.lA‘is

Source: http://cdn.meme.am/instances/53646903.jpg MABHINES memegenerator.net




Evolution of OS-level virtualization

CoreQOS/rkt

A 2000, BSD A 2005, Linux A 20086, Linux
AExpanded (much older) A Linux Kernel Patches A Fprocess groups i
chroot to isolate A 2002, Linux A part of functionality now A 2005, Solaris renamed to Acontrol
processes Adinitial work on mount in namespaces A x86, SPARC groups n
namespace AlLater Abranded zdAlimit resource usage of
A 2006 additional a collection of processes

X Sun

microsystems

A 2013, Linux
Alnitially based on LXC
A Switched to libcontainer

A 2015, Linux
Astarted as an
alternative to Docker

A 2008, Linux
A Combination of cgroups
+ namespaces

Vserver +
OpenVZz

Cgroups Docker

HPC Container Runtimes
2015 Charliecloud  (Jun)

) Hypervisor -based virtualization
2015 Shifter  (Aug)

1999 VMware Workstation 1.0
2001 ESX1.0& GSX 1.0

2016 Singularity 1.0 (Apr)
2016 udocker (Jul)
2019 Sarus (1.0 pending)

2003 Xen 1st public release
2006 KVM (2.6.10)




Built on existing technology
already Included in the Linux Kernel



How are they implemented?
Let's look in the kernel source!

© GotoLXR
© Look for "LXC" - zero result
© Look for "container” - 1000+ results

© Almost all of them are about data structures

or other unrelated concepts like “ACPI containers”

© There are some references to “our” containers
but only in the documentation

Source: https://www.youtube.com/watch?v=sK5i -N34im8 &&
https://de.slideshare.net/jpetazzo/cgroups -namespaces -and-beyond -what -are -containers -made -from -dockercon -europe -2015



Container = Namespaces + cgroups

Both Kernel features i ACont ai usethesdl + some Aglue i around it

I Namespaces . certain sub systems ns-aware i isolated operation
I Cgroups : certain resources controlable T limits for resource usage
Namespace Description Controller Description

Process ID Access to block devices
Network Interfaces, Routing cpu CPU time
Tables, ©
Semaphores, Shared Memory, devices Device access
Message Queues
Root and Filesystem Mounts memory Memory usage
Hostname, Domainname net_cls Packet classification

UserID and GroupID Packet priority



Not all containers are

created equal

Level + technology of isolation
Image Format



Container Runtimes







Common features T Enterprise Container Runtimes

A Aim at running shiploads of containers on one host
I Microservices vs HPC
I HPC s not the typical use case for Enterprise Container Runtimes . Sadly .

A lsolate the host(and other containers ) from the container
I As much encapsulation as possible : namespaces everywhere
I Make use of additional Linux security  features
A Seccomp , MAC ( SELinux , AppArmor ), ...
I Run best at current distro

A (Often) implement a wide range of features
I OCI compatibility , Live Migration, ...
I Orchestration

38 | FrOSCon 2019 | Linux Container im High Performance Computing | Holger Gantikow | © Atos Aws
GBU Germany | science + computing ag | IT Service
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Whatis Docker ?

It depends
on the time

Engine ->Company -> Platform

What is Docker

Docker is the world's leading software container platform.

Source: https://www.docker.com/what -docker



Key facts - Docker

A THE container platform  of choice for enterprise use
A Complete ecosystem acround containers

A Started the current container hype
I Used by many scientists in the first place
I Sadly low number of Docker installations on compute resources

A Common arguments
I Could lead to privilege escalation in case of direct access to the cmdline
I Hard to integrate with HPC stuff (MPI, Scheduling, ...), -- privileged

A But: Docker is no longer the monolith it was long considered and feared

Docker and HPC:

Relationship status : i t dosplicated
42 | FrOSCon 2019 | Linux Container im High Performance Computing | Holger Gantikow | © Atos Started the container hype but
GBU Germany | science + computing ag | IT Service '




containerd / runC

Effort to break Docker into smaller reusable parts
Docker >=1.11 is based on runC and containerd
The monolith days are over



[ Docker Engine ]

[ containerd ]

Source:

https://blog.docker.com/2016/04/docker

-engine -1-11-runc/

Same Docker Ul and commands

User interacts with the Docker Engine

Engine communicates with containerd

containerd spins up runc or other OCI
compliant runtime to run containers



containerd

A Containerd - daemon to control runC
i Sticker says: srAall, stable , rock -solid container runtime fi

I Can be updated without terminating containers
I Can manage the complete container lifecycle of its host system
A image transfer + storage , container execution + supervision |, ...
I Designed to be embedd ed into alarger system ,not directly for end-users

A Donated to the CNCF (Cloud Native Computing Foundation ) i as is rkt ;)

I Linux Foundation project to accelerate adoption of microservices , containers
and cloud native apps.

Links: https://github.com/docker/containerd/ && https://www.youtube.com/watch?v=VWuHWfEBG6ro && https://www.cncf.io/




