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science + computing ag at a glance

Ẓ Founded in 1989 

Ẓ Locations in:
ï Tuebingen

ï Munich

ï Berlin

ï Duesseldorf

ï Ingolstadt

ï Boeblingen

Ẓ Approx. 320 employees

Ẓ 42,3 Mio. Euro turnover (2017)

Ẓ Focus on Technical Computing

Ẓ Independent from Hardware Manufacturers and Software Vendors

Atos

Bit larger numbers ... 
73 countries
125k employees (July 18)
12,7 Mrd EUR turnover (2017)



Link: https://jobs.atos.net/search/?locationsearch=t%C3%BCbingen - ggf Filter auf Tübingen neu setzen

Aktuell (Tübingen) 
* Systems Engineer
* Senior IT Consultant CAE/Linux
* IT Consultant HPC/Linux
* IT Security
+ weitere

Immer : Praktika + Thesen
-> Initiativ bewerben !

Auch Stellen in München
Da allerdings viele Atos Stellen , 
nicht ĂscAtosñ

Rückfragen gerne an mich
holger.gantikow@atos.net

https://jobs.atos.net/search/?locationsearch=t%C3%BCbingen


Link : https://www.hs - furtwangen.de/en/research/research - institutes/institute - for -cloud -computing -and - it -security/ 



Source: https://www.flickr.com/photos/stalkerr/6096258356/ | https://www.flickr.com/photos/142095087@N03/36846337845/ 

With Containers é

and Security
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1. Introduction

Containers to the rescue - why we want containers

2. Container Runtimes

Not all containers are created equal ïEnterprisy vs HPC-aware

3. Summary & Outlook

5 years of Containers in HPC

Agenda



Recap



High Performance 
Computing 

(HPC)



Source: Dr. Martin Schulz

High Performance Computing



Source: http://www.flickr.com/photos/luc/2849333914/

From Supercomputer



Source: http://www.cse.mtu.edu/cseri.html

to Cluster



Source: Dieter Both, Bull GmbH

Source:
https://www.heise.de/developer/meldung/High -Performance -Computing - ist - IT -Experten -wichtiger -als -KI -und -das - Internet -der -Dinge -
4461671.html



Source: Geek and Poke - CEOs Love The Cloud - http://geekandpoke.typepad.com/

The Cloud =

Beowulf 2.0?

to the Cloud?



( Some ) Problems in HPC
and how to solve them with Containers



Mobility of Compute / Portability

compute resources are versatile
Laptop - > Workstation - > Supercomputer - > Cloud



User - provided applications
aka UDSS / BYOE

Conflicts in dependencies , legacy environment , ...



Source: https://xkcd.com/1987/



Sharing is Caring

Driver for Scientific Collaboration



Source: www.critic.co.nz/files/article -3423.jpg + Peltzer et al. (2016). EAGER: efficient ancient genome reconstruction .



Reproducibility



Introduction
Containers to the rescue!



Why Containers?

Much could be solved with VMs...





Performance

Close to bare - metal



Source: Felter et al. (2014). An updated performance comparison of virtual machines and linux containers.

"In general, Docker equals or exceeds KVM 

performance in every case we tested. [...]  

Even using the fastest available forms of par- 

avirtualization, KVM still adds some overhead to 

every I/O operation [...].  

Thus, KVM is less suitable for workloads that are 

latency-sensitive or have high I/O rates. 

5. Conclusions and Future Work, 
An Updated Performance Comparison of Virtual 

Machines and Linux Containers

Zusammenfassung

Container vs. bare-metal: 
Although containers themselves have almost no overhead, Docker is 
not without performance gotchas. Docker volumes  have noticeably 
better performance than files stored in AUFS. Dockerôs NAT also 
introduces overhead for work- loads with high packet rates.  
These features represent a tradeoff between ease of management and 
performance and should be considered on a case-by-case basis.



Other benefits

Layered Images, ...



ñPlanned parenthoodò

python ( latest )
FROMbuildpack - deps:jessie

ENVPATH /usr / local /bin:$PATH
ǁƛǂ

buildpack - deps:jessie
FROMbuildpack - deps:jessie - scm
RUNset - ex; apt - get update; \

ǁƛǂ

buildpack - deps:jessie - scm
FROMbuildpack - deps:jessie - curl

RUNapt - get update && apt - get install - y \
ǁƛǂ

buildpack - deps:jessie - curl
FROM debian:jessie

RUNapt - get update && apt - get install - y \
ǁƛǂ

debian:jessie
FROMscratch

ADDrootfs.tar.xz
CMD["bash"]



Configuration

Application

OpenMP

MPI

Compiler

Linux
òFlavorò

OpenFoam v3.0+

OpenMP 3.0

OpenMPI

GCC 4.7

CentOS

OpenMP 4.0

MPICH

GCC 4.8

Debian

OpenFoam v1706

OpenMP 4.5

MPICHv2

GCC 4.9

Ubuntu

Configuration 1 Configuration 2 Configuration n

OpenFoam v1612+

Mix and Match (3x3x3x3x3xn)



So...

Source: http://cdn.meme.am/instances/53646903.jpg



Å2000, BSD

ÅExpanded (much older ) 
chroot to isolate
processes

Jails

Å2002, Linux

Åinitial work on mount 
namespace

Å2006 additional 
namespaces

Namespaces
Å2005, Linux

ÅLinux Kernel Patches

Åpart of functionality now 
in namespaces

Vserver + 
OpenVZ

Å2005, Solaris

Åx86, SPARC

ÅLater Ăbranded zonesñ

Zones
Å2006, Linux

ÅĂprocess groups ñ 
renamed to Ăcontrol
groups ñ

Ålimit resource usage of
a collection of processes

Cgroups

Å2008, Linux

ÅCombination of cgroups
+ namespaces

LXC
Å2013, Linux

ÅInitially based on LXC

ÅSwitched to libcontainer

Docker

Å2015, Linux

ÅStarted as an 
alternative to Docker

CoreOS/rkt

Hypervisor - based virtualization

1999 VMware Workstation 1.0
2001 ESX 1.0 & GSX 1.0
2003 Xen 1st public release
2006 KVM (2.6.10)

Evolution of OS- level virtualization

HPC Container Runtimes

2015 Charliecloud (Jun)
2015 Shifter (Aug)
2016 Singularity 1.0 (Apr)
2016 udocker (Jul)
2019 Sarus (1.0 pending )



Built on existing technology
already included in the Linux Kernel



Source: https://www.youtube.com/watch?v=sK5i -N34im8 &&
https://de.slideshare.net/jpetazzo/cgroups -namespaces -and -beyond -what -are -containers -made - from -dockercon -europe -2015



Container = Namespaces + cgroups

Both Kernel features ïĂContainersñ use these + some Ăglueñ around it

ï Namespaces : certain sub systems ns-aware ïisolated operation

ï Cgroups : certain resources controlable ïlimits for resource usage

Namespace Description

pid Process ID

net
Network Interfaces, Routing 

Tables, Ə

ipc
Semaphores, Shared Memory, 

Message Queues

mnt Root and Filesystem Mounts

uts Hostname, Domainname

user UserID and GroupID

Controller Description

blkio Access to block devices

cpu CPU time

devices Device access

memory Memory usage

net_cls Packet classification

net_prio Packet priority



Not all containers are 
created equal

Level + technology of isolation
Image Format



Container Runtimes



ĂEnterprisyñ
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Á Aim at running shiploads of containers on one host

ï Microservices vs HPC

ï HPC is not the typical use case for Enterprise Container Runtimes . Sadly .

Á Isolate the host (and other containers ) from the container

ï As much encapsulation as possible : namespaces everywhere

ï Make use of additional Linux security features

Å Seccomp , MAC ( SELinux , AppArmor ), ...

ï Run best at current distro

Á (Often ) implement a wide range of features

ï OCI compatibility , Live Migration, ...

ï Orchestration

Common features ïEnterprise Container Runtimes



Docker





Source: https://www.docker.com/what -docker

It depends ...
on the time

Engine - > Company - > Platform

What is Docker ?
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Á THE container platform of choice for enterprise use

Á Complete ecosystem acround containers

Á Started the current container hype

ï Used by many scientists in the first place

ï Sadly low number of Docker installations on compute resources

Á Common arguments :

ï Could lead to privilege escalation in case of direct access to the cmdline

ï Hard to integrate with HPC stuff (MPI, Scheduling, ...), -- privileged

Á But: Docker is no longer the monolith it was long considered and feared

Key facts - Docker

Docker and HPC:
Relationship status : itóscomplicated
Started the container hype, but...



containerd / runC
Effort to break Docker into smaller reusable parts
Docker >= 1.11 is based on runC and containerd

The monolith days are over



Source: https://blog.docker.com/2016/04/docker -engine -1-11 - runc/
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Á Containerd - daemon to control runC

ï Sticker says: Ăsmall , stable , rock -solid container runtime ñ

ï Can be updated without terminating containers

ï Can manage the complete container lifecycle of its host system

Å image transfer + storage , container execution + supervision , ...

ï Designed to be embedd ed into a larger system , not directly for end -users

Á Donated to the CNCF (Cloud Native Computing Foundation ) ïas is rkt ;)

ï Linux Foundation project to accelerate adoption of microservices , containers
and cloud native apps .

containerd

Links: https://github.com/docker/containerd/ && https://www.youtube.com/watch?v=VWuHWfEB6ro && https://www.cncf.io/


